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Objective

The General Information Security Policy establishes the principles and guidelines for protecting
information and associated assets, supporting business continuity and the proper management of
risks that may affect the organization. Its purpose is to promote a secure environment for
information processing and to strengthen the trust of employees, clients, partners, and
stakeholders.

Scope

This policy applies to all employees, contractors, suppliers, and third parties who have access to
the organization’s information or resources, as well as to all information managed in any format or
medium.

Overall Responsibility

Information security is a shared responsibility throughout the organization. Each individual must
contribute to the protection of information, comply with established policies, and promptly report
any situation that could compromise security. Likewise, management provides leadership,
resources, and oversight to maintain a secure environment and strengthen a culture of
information protection.

Specific Responsibilities

e Directors’ Committee and Senior Management: Approve policies, allocate resources, and
promote continuous improvement of the Information Security Management System.

e Chief Information Security Officer (CISO)/Information Security Area: lead security
operations, manage vulnerabilities, coordinate the Information Security Management System,
manage risks, and implement and promote security controls and initiatives.

e Technology Area: Implement technical controls, manage technologies, and resolve vulnerabilities.

e Security Committee: Oversee policy implementation, support risk management and security
strategy.

e Human Resources: Coordinate security training and awareness.
e Managers and Area Heads: Ensure compliance within their respective areas.

e Employees and Third Parties: Comply with policies, participate in trainings, and report security
incidents or weaknesses in a timely manner.

Information protection and integrity

The organization is committed to protecting information throughout its entire lifecycle, promoting
measures to:

e Safeguard the confidentiality of information.

e Maintain the integrity and accuracy of data.

e Ensure the availability of information when necessary for the conduct of business activities.
e Protect information assets against unauthorized access, modification, or disclosure.

JUNE 2026



BLUMAR

Threat Monitoring and Response

The organization maintains an ongoing approach to risk management and security to identify,
assess, and respond to threats that may affect critical information or services. To this end, it
promotes monitoring activities, incident management, and the continuous strengthening of
prevention and response capabilities

Information security for third parties

Suppliers and third parties involved in the delivery of services or who have access to the
organization’s information must comply with security requirements commensurate with the nature
of the services provided. These requirements aim to ensure information protection, risk
management, and compliance with applicable contractual and regulatory obligations.

Key Policies

e Risk and vulnerability management.

e Access and identity management.

e Secure development and technology management.
e Asset and information protection.

e  Supplier and third-party security.

e Backup, recovery, and business continuity.
e Network and communications security.

e  Security incident management.

e Physical and environmental security.

e Employee security and awareness.

e Safe use of digital tools.

e Cloud security and new technologies.

Key controls

Gobernanza controls

e Definition of policies, standards, and procedures

e Information Security Risk Management

e Monitoring and tracking the performance of the management system
e  Compliance with legal, regulatory, and contractual requirements

HR-Related controls

e Awareness and training programs

e Assignment of individual responsibilities

e  Promotion of an information security culture
e Management of employees’ career lifecycle
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Physical controls

e  Protection of facilities and critical areas

e Access control to facilities and sensitive information

e Protection of physical assets against damage, loss, or unauthorized access
e Measures to ensure business continuity

Technological Controls

e  Protection of information systems

e Secure access management

e Monitoring and addressing vulnerabilities

e Communications and data protection

e Incident management and business continuity

Commitment to continuous improvement

The organization maintains an ongoing process of reviewing and improving its Information Security
Management System, in line with internationally recognized standards and best practices. This
commitment allows us to continuously strengthen controls, adapt to new threats, and respond to
technological, regulatory, and business changes.

Our commitment is to protect information, strengthen the trust of our stakeholders, and
ensure that information security is a fundamental element of the sustainable
development of our operations.

Reference Document:
SGSI-PEE-DO1 General Information Security Policy
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